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Abstract

Symbolic Execution (SE) is an important and foundational software
testing technique that has grown and evolved in its use over the
decades. Prior work has cataloged this evolution, but this paper
seeks to identify opportunities to go beyond existing designs and
push forward the boundaries of its use by breaking down critical
components of SE and outlining current approaches to each. To this
end, we performed a systemization of 225 SE papers from the last
15 years to identify common design patterns and use cases. From
this review, we distill five distinct modules of the SE architecture
and discuss current implementations for each. This division of SE
into modules can highlight opportunities for future improvements
to SE by helping research focus on individual components. To
demonstrate the modules’ utility, we use the modules to identify
changes for each module necessary to improve SE usability building
on a second systemization of 66 papers containing insights about
tooling usability.

CCS Concepts

« Security and privacy — Software security engineering; Us-
ability in security and privacy.
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1 Introduction

Fifty years ago, symbolic execution (SE) was created as an auto-
matic comprehensive program testing technique to simulate the
execution of a program using symbolic inputs, verify the program
behavior with the symbolic constraints, and find potential inputs
triggering violations by solving the symbolic constraints [124]. In
the decades since, it has evolved significantly and become one of the
most foundational techniques in the domain of system and software
security. It is considered “highly effective” [39, 190] for program
testing and is widely applied to a variety of security applications,
including vulnerability discovery [181, 195, 225, 281], exploit gen-
eration [19, 20, 47, 97, 201], shellcode transplantation [26], function
similarity analysis [147, 157], crash triaging [269, 270], and auto-
mated patching [216, 259].

As we mark half a century of SE, this paper presents a new
perspective to the research: not simply to catalog or synthesize SE’s
past, but to chart a course for its future. While prior surveys and
systematizations have mapped the evolution and diversification of
SE techniques [24, 218], we ask a different research question: How
to design SE to foster the current and future research in and with SE?
We consider two research goals:

RG1 Enable the continued advancement of SE for itself and its
existing applications.

RG2 Facilitate the expansion of SE’s application into new problem
domains and analysis techniques.

To tackle this question, our insight is that, as existing high-
quality literature already frame their specific SE-related research
problems well, we can leverage these well-defined problem for-
mulations to decompose the SE framework into modules. Such a
modular design naturally accommodates integration of prior work
and enables future research to more easily compare against exist-
ing approaches by plugging in and experimenting with previously
integrated components. Based on this insight, we systematically
review the SE-related research published at the top-tier proceed-
ings in cybersecurity and software engineering. We collected 225
relevant high-quality papers from the past 15 years that advance,
diversify, or adopt SE techniques. We perform a qualitative analy-
sis to identify themes in the literature and distill recurring design
patterns from which we synthesize five common SE modules that
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existing research: Execution Driver, Search Heuristic, Symbolic State
Manager, Environment and Memory Model, and Constraint Solver.
We present the techniques related to each module, as well as use
cases. We also show trends in the literature related to each module
and highlighting areas for improvement (RG1).

For RG2, as future program domains and analysis techniques
are inherently unknown, we instead propose to focus on SE tool
usability improvement. That is, what research is needed to improve
each module to allow future security practitioners to more easily
apply SE to emerging problems. To this end, we first perform a
concurrent systemization of literature on human factors research
focused on software analysis tool users, i.e., developers and security
professionals (DSP). We consider research which investigates how
these users understand code and use current tooling for program
analysis. Through the qualitative review of 66 DSP-focused papers
from HCI, cybersecurity, and software engineering venues over the
past 15 years, we enumerate common guidelines for usable tool
development to meet DSP users’ information and interaction needs.
We then compare these guidelines against the SE literature using
our modular framework to identify usability gaps and highlight
directions for future work.

Contributions. Our key contributions are:

o A thematic analysis of 225 papers on SE, which identified
five SE modules, current approaches to each and future work
opportunities.

o A second thematic analysis of 66 papers on human factors
affecting DSP users, which enumerated six guidelines for
software analysis tool usability.

e An outline of how our SE modules guide future work to
meet each usability guideline, demonstrating the module
framework’s utility.

2 Background & Related Work

Symbolic Execution (SE). SE executes a program with symbolic
inputs instead of concrete values. This enables reasoning about
multiple feasible execution paths simultaneously. Starting from
the program’s entry point, whenever SE encounters a conditional
branch whose outcome depends on the input, the SE engine queries
a Satisfiability Modulo Theories (SMT) solver with the collected
path constraints for both directions to determine which paths are
feasible. If both directions are feasible, the engine forks the exe-
cution to explore each path separately. When an execution path
reaches an exit point, the symbolic execution engine queries the
SMT solver for a solution to the full set of path constraints, then
generates a concrete input that follows that specific path. This pro-
cess is repeated for each path explored. Formally, the SE engine
maintains the following Symbolic State Information (SSI):

o: The symbolic state, a mapping from program variables to
their symbolic expression.

7: The path constraint, a quantifier-free first-order formula over
symbolic expressions.

Limitations. Traditional SE allows for the exploration and rea-
soning of multiple execution paths simultaneously. However, this
has proven costly and problematic when trying to analyze large,
complex targets. The four primary issues are:
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1) Path Explosion. SE forks execution at every feasible branch
point to explore possible paths concurrently. Loops and (recursive)
function calls [24, 40] are prevalent in real-world programs, signif-
icantly increasing branch points. As the number of paths grows
exponentially, SE quickly exhausts computational resources. This
is commonly referred to as the path explosion problem.

2) Costly Constraint Solving. Prior works [54, 189] have iden-
tified constraint solving as a key performance bottleneck in SE.
Constraint solving is inherently expensive, and the solving rate
drops as the exploration deepens and path conditions become more
complex [260]. Combined with path explosion, this amplifies the
number of solver queries and computation overhead.

3) Path Divergence. Despite solving path constraints, the gener-
ated input can diverge from the desired path due to incorrect symbol
propagation or engine-internal imprecision, e.g., when handling
floating point numbers [24, 57].

4) External Function and Environment Modeling. Real-world pro-
grams frequently invoke external libraries or system calls that are
difficult for SE to model precisely. Lacking access to their internal
logic, SE relies on approximations, leading to inaccuracies in path
constraints, undermining SE’s effectiveness.

Dynamic Symbolic Execution. One prominent approach to miti-
gating the above limitations is Dynamic Symbolic Execution (DSE),
also known as concolic execution *. Given a target program, DSE
executes it with a concrete input while symbolically tracing the
path. At each symbolic branch point, it collects the path constraints
of the untaken branch and, if satisfiable, generates a new input to
explore that path. This process is repeated for each new input.

DSE overcomes some of SE’s shortcomings: By exploring one
path at a time, it delays path explosion and avoids immediate re-
source exhaustion, though the exponential path space remains a
long-term challenge manifesting as the number of generated inputs
grows. It simplifies constraint solving through partial concretiza-
tion, resulting in smaller and more tractable path constraints. How-
ever, the iterative generation of new inputs still requires repeated
solver calls, so the overall cost remains high for deep or complex
paths. DSE benefits from concrete execution by using real values
for external calls and environment interactions, reducing the need
for symbolic approximations. Nonetheless, if such calls produce
nondeterministic behavior or symbolic dependencies, DSE may still
struggle to maintain path completeness.

Related Work. Starting in 1976 [124], SE has developed into an in-
dispensable software testing technique. Given its crucial role, prior
work has reviewed the field. In 2009, Pasireanu and Visser [179]
conducted an early survey. One year later, Schwartz et al. [210] pro-
vided a seminal explanation of SE. One year after, Cadar et al. [39]
briefly summarized the state of symbolic execution, including its
use in practice. Cadar and Sen [40] then followed up on this work in
2013, reviewing the progress of SE across the past three decades. In
2018, Baldoni et al. [24] surveyed the still advancing field, followed
by the systematic comparison of intermediate representations used
by different SE engines by Poeplau and Francillon [188] in 2019. The
same year, Borzacchiello et al. [30] systematized how SE engines
model memory as part of their work. More recently, Bailey and
Nicholas [23] surveyed how SE can be used for malware, firmware,

'While some works distinguish the two, most use the terms interchangeably.
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or protocol analysis. In contrast, we seek to bridge the gap between
SE tools and their users, an understudied aspect so far. To this end,
we not only systematically capture the improvements to core ele-
ments of symbolic execution, but we focus on the usability, a key
concern impeding broader adoption.

The past decade has also seen extensive research on the human
factor. Tahaei and Vaniea [229] surveyed developer-centric security,
studying how developers write security-relevant code and tools
they use. In 2021, Kaur et al. [119] reviewed ten years of research
on human factors and Mokhberi and Beznosov [159] systematized
the human, organizational, and technological challenges impacting
developers while attempting to write secure code. One year later, Ra-
japakse et al. [192] systematically reviewed challenges preventing
DevSecOps adoption and in 2023, Nurgalieva et al. [172] reviewed
and categorized factors influencing developers’ security consider-
ations. These works focus on the developers and their challenges
in writing secure code, while we focus on SE as technique and
produce a combined list of usability guidelines to enable widespread
adoption of SE as testing technique.

3 Systematization Methodology

In this section, we describe our methodology, including how we
identified SE and DSP papers, qualitatively coded papers to identify
themes, and our analysis of relationships between SE and DSP work
to guide future module-specific usability improvements.

3.1 Paper Selection Process

SE paper selection. We began systematizing existing research
on SE by collecting publications which described SE from major
academic cybersecurity and software engineering venues. We con-
sidered IEEE Security and Privacy (S&P), USENIX Security, ACM
Conference on Computer and Communications Security (CCS), Net-
work and Distributed System Security Symposium (NDSS), ACM
Foundations of Software Engineering (FSE), International Confer-
ence on Software Engineering (ICSE), and ACM International Sym-
posium on Software Testing and Analysis (ISSTA). For each venue,
we searched the past 15 years for relevant SE papers. To assess rele-
vancy, we searched each paper’s text for all possible combinations
of “symbolic”, “dynamic symbolic” and “concolic” with “execution”,
“verification”, and ‘testing”. For example, this included “dynamic
symbolic verification”, “symbolic execution”, and “concolic testing”.
These terms were selected by research team members with over a
decade of SE research experience and multiple publications on SE.

Then, we searched Google Scholar and performed a Google
search using the same keyword combinations. We added publi-
cations listed in a GitHub page created to highlight important work
in SE [265]%. As we reviewed each result, we looked for common
terms specific to SE that could be used to broaden our search but
did not observe any unique terms beyond those included initially.

With our initial SE corpus, we reviewed each paper’s citations,
adding cited papers about SE for subsequent review. This process
was repeated for every paper until we found no new papers. We
collected 287 papers and repeatedly encountered duplicate citations
already in our corpus. We restrict the papers about SE to the last
15 years to capture changes in focus from the research community.

2This list include 102 SE papers
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DSP paper selection. We followed a similar process for the DSP
corpus, focusing on papers that described how various users (e.g.,
developers and malware and vulnerability analysts) analyze pro-
grams and use program analysis tools. We first collected publica-
tions from the same set of cybersecurity and software engineering
venues from the SE search. We expanded our search to include
human-computer interaction (HCI) venues, which are more likely
to publish human-centric studies, including the Symposium on
Usable Privacy and Security (SOUPS), the Conference on Human
Factors in Computing Systems (CHI), the International Symposium
on Empirical Software Engineering and Management (ESEM), the
Special Interest Group for Computer Science Education Conference
(SIGCSE), the PLATEAU Workshop, and the ACM SIGPLAN In-
ternational Conference on Systems, Programming, Languages and
Applications: Software for Humanity (SPLASH). For each venue,
we performed a keyword search of each paper for “interview”, “par-
ticipatory design”, “usability”, “human and computer interaction”,
and “qualitative” to identify papers investigating human subjects.
We manually reviewed each to determine whether it studied DSP
users. After identifying an initial batch of developer publications,
we reviewed each paper’s citations, adding any discussing DSP
users’ processes. Ultimately, this resulted in an 84 paper corpus.

3.2 Paper Exclusion Criteria

SE exclusion criteria. To refine our SE corpus’s focus, we only con-
sidered papers where SE has been used in practice and implemented
technical improvements to address SE’s common limitations, thus
demonstrating directly leveragable advancements to SE. We re-
moved papers that did not directly implement their contributions
in a SE tool or use SE as a component of a larger system. This
excludes papers using symbolic reasoning or ideas from SE. For
example, Ferles et al. used symbolic reasoning to automatically
insert explicit signals into concurrent programs to prevent con-
currency errors [81]. While they implement their ideas in a tool
called Expresso, they only adopt the idea of symbolic variables
but do not symbolically execute the program, instead using other
static techniques. After applying our exclusion criteria, 225 papers
remained.

DSP exclusion criteria. For our DSP corpus, we investigated how
people perform program analysis and how software analysis tools
can be designed to fit users. We only considered papers investigat-
ing program analysis users’ processes, including interview studies,
observations, formative design studies and controlled experiments.
To capture a range of program analysis users, we reviewed literature
about developers, professionals specializing in vulnerability discov-
ery (e.g., red teams, bug bounty hunters), and malware analysts.
We did not include papers on tasks these users performed beyond
their interactions with code, such as Alomar et al’s interviews with
managerial security professionals, which studied non-technical
challenges managing bug bounty programs [11]. After pruning
these types of papers, we had 66 papers.

3.3 Qualitative Corpora Analysis

Each set of publications, i.e., SE and DSP corpuses, were analyzed
separately, but we performed a similar iterative, open coding [226,
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pg. 101-122] for each. For the SE codebook, we followed an induc-
tive approach where two researchers jointly reviewed 10 SE papers
to develop and initial codebook, allowing themes to emerge from
the data. The results of this phase were then discussed amongst the
research team. One of the two researchers performing the coding
is an expert in program analysis with experience working with
SE and the full research team includes multiple experts in SE with
several related papers published. We sought to capture what ele-
ments of SE best fit each paper’s contributions such that just our
applied codes can describe the contributions at a high-level. There-
fore, we labeled the SE module each paper improved, which SE
limitations it improved upon, how the authors evaluated the pa-
per’s contribution, what specific use cases were considered, and
any additional program analysis techniques the work combined
SE. The two researchers then independently coded publications in
rounds of 20. After each round, the researchers compared codes,
resolved disagreements, and updated the codebook as needed. Any
codebook changes were applied to previously coded papers. We
also calculated Krippendorff’s alpha (a) to assess codebook inter-
rater reliability (IRR) as it is a conservative measure, accounting
for chance agreements [101]. We did not calculate « for objective
codes like the year the paper was published or the base SE engine
(e.g., angr, KLEE) used, as these can be taken directly from the
text [153]. After five rounds of independent coding, & exceeded 0.8
for each code, indicating strong agreement [101]. The remaining
115 papers were divided evenly between the two researchers and
coded by a single coder. The final SE corpus codebook can be found
in Appendix A.

Next, we conducted an inductive qualitative coding of the DSP
corpus. For this corpus, we had a more narrow focus, only seeking
to identify prior design guidelines for DSP users’ program analysis
tools. Two researchers jointly reviewed five DSP papers to create
the initial codebook. The results of this phase were then discussed
amongst the research team. One of the two researchers performing
the coding is an expert in usable RE tool analysis and the full
research team includes multiple experts in human factors research
with multiple relevant publications focused on software analysis
usability. The two researchers then independently coded papers in
rounds of 10, meeting after each round to discuss disagreements,
reach consensus and update the codebook. We reached a sufficient
agreement (a = 0.87) after four rounds. The remaining 21 papers
were coded by a single coder. Table 6 shows the final codebook.

After completing open coding, we performed axial coding to
identify relationships within and between codes to produce higher-
level themes [226, pg. 123-142]. In particular, we identified common
characteristics of papers focused on each SE module in the SE
corpus and produced a set of overarching guidelines for usable
software analysis tool development to support DSP users from the
DSP corpus. Finally, we investigated connections between codes
from the two corpora to understand how existing SE work could
be advanced to meet the identified usability guidelines.

3.4 Limitations

Though we performed a thorough review to produce our corpora,
we may have missed papers from less know venues not cited by a
paper in our corpora. Because of our thorough search, we expect
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the number of missed papers is minimal. Also, because we reached
thematic saturation, i.e, we stopped seeing new themes [49, pg.
113-115], we expect we enumerated all relevant themes.

Additionally, we chose only to include SE papers with implemen-
tations. This leaves out publications whose main contributions are
proofs of correctness or purely theoretical, building on concepts
from SE. Including these papers could better describe SE research’s
current state of the art. However, because our focus is on improving
practical tool development for SE, the lack of implementation limits
the insights we can draw. Instead, our focus on grounded imple-
mentations paired with our systematization of DSP tasks delivers
rich insights and future directions for SE research.

4 Modularizing SE by Existing Literature

Based on the qualitative study on the existing literature that im-
proves or adopts symbolic execution, we formally categorize SE
into five widely recognized modules as shown in Figure 1. In this
section, we will present each module and the associated work, and
we provide suggestions on how a research-friendly SE framework
should be designed. For clarity, we refer to an existing running
example [24] to illustrate prior literature.

4.1 Running Example

The running example is shown in Listing 1. Here, a developer might
want to check whether the assert statement on line 8 could fail. The
function foobar takes two integer values, each potentially storing
232 distinct values.
void foobar(int a, int b) {
int x =1, y = 0;
if (a != 0) {

y =3 + x5
if (b == 0)
x =2 % (a + b);
3
assert(x -y != 0);

Listing 1: Running example by Baldoni et al. [24].

SE now executes our program with symbolic inputs, i.e., the sym-
bolic state 0 = {a > a4, b — ap}. Here, o, and a; represent the
entire space of 32-bit integers. The initial path constraint 7 = true.
Line 3 then contains a branching point with two outgoing branches.
SE queries the solver with both branches’ path conditions (&, # 0
for the true and a, == 0 for the false) to assess feasibility. Both are
feasible, so SE forks the execution to pursue both directions. Line 5
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Category # References

a.  Selective Invocation 20  [42, 50, 53, 58, 62, 67, 91, 109, 112, 146, 161,
217, 236, 237, 242, 256, 262, 275, 287, 293]

b.  Forking Policy 15 [36, 62,94, 106, 116, 143, 160, 215, 241, 247,
266, 272, 276, 282, 284]
c.  Instrumentation 7 [54,70,87, 122, 189, 211, 228]

Table 1: Execution driver paperss

introduces another branching point with both branches being fea-
sible. After this point, SE pursues three paths concurrently. When
considering the path where both branches evaluate to true, i.e., =
evaluates to (a; # 0) A (ap == 0), SE adds x — 2% (ag + ap) to
the symbolic state o at line 6. Only on this path, the outcome of
the assert in line 8 depends on symbolic values. SE then attempts
to verify the assert on line 8 by asking a constraint solver if its
condition always holds given the current x and y values. The solver
reports the condition does not always hold and provides a coun-
terexample, e.g., {a = 2,b = 0}. The analyst can conclude there
exist values of a and b that trigger the assertion.

4.2 Execution Driver

Execution Driver is the central driving component of Symbolic Exe-
cution. Returning to our example in Listing 1, the Execution Driver
emulates each instruction while maintaining the symbolic memory
state and path condition. At each conditional branching point, it
explores both feasible directions by forking the execution, thereby
pursuing all viable paths concurrently. This traditional approach
works well for our running example which has only two branching
points and no loops. It does not scale well to real-world programs
that typically contain many functions and loops, causing the num-
ber of execution paths to grow drastically. With finite computational
resources, this growth quickly becomes unmanageable, resulting
in the path explosion issue. We classify and summarize publications
that improve the Execution Driver module in Table 1.

Selective invocation. Twenty papers reduced SE overhead by se-
lectively invoking the Execution Driver on a program subset rather
than the full program, as summarized in Table 1.a. For example,
Xiao et al. [262] use input values and functions referenced in vul-
nerability reports to seed and apply selective concolic execution.

Forking policy improvements. Fifteen papers boosted the effi-
ciency of evaluating multiple different program states simultane-
ously (Table 1.b). Liu et al. [143] reuse overlapping SSI of different
paths to concurrently run the Execution Driver in the same envi-
ronment, thus reducing memory costs s exploring multiple states;
this includes integrating a symbolic and concrete execution engine
under the same OS process with a shared environment. To ground
this with our example programs in Figure 1, the path constraints
of the two new execution paths created at line 6 of foobar share a
common clause: o, # 0, added at line 3. Liu et al. propose sharing
this information as a single memory object between concurrent SE
threads and concrete execution engines to reduce memory overhead
and detect divergent paths.

Reduced dynamic instrumentation. Seven papers instrumented
programs before or at compilation time, or using binary transla-
tion (Table 1.c) to avoid costly dynamic binary instrumentation.
SymQEMU [190] hooks into QEMU’s binary translation to emit
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Category # References

a.  Path Pruning 40 [2,7,12, 22,37, 38, 42, 46, 52, 59, 62, 63, 66,
92,107, 109, 116, 121, 128, 143, 148, 154, 162,
175, 178, 182, 184, 200, 207, 211, 247, 249, 262,
267, 272, 276, 277, 279, 283, 290]

b.  Path Selection 36 [6, 10, 12, 25, 33, 38, 42, 43, 45, 47, 51, 60, 66,
78,102, 106, 136, 137, 142, 148, 149, 151, 167,
176, 184, 191, 193, 199, 217, 223, 227, 237, 268,
280, 285, 289]

c.  Path Consolidation 9 [34, 109, 162, 212, 214, 235, 241, 250, 282]
i.  Prioritization 29 [7, 22, 25, 33, 34, 42, 43, 45, 52, 56, 59, 60, 109,
Metrics 142, 149, 178, 182, 184, 247, 249, 250, 262, 267,
268, 277, 283, 285, 289, 290]
ii. Path Constraints 22 [43, 45-48, 51, 52, 62, 63, 109, 162, 163, 175,
178, 200, 207, 212, 272, 276, 277, 279, 290]
iii.  Points of Interest 12 [52, 66, 115, 146, 151, 167, 191, 193, 199, 217,

280, 285]

Table 2: Search heuristic papers, outlining both techniques
(a.—c.) and metrics guiding the search (i.-iii.)

symbolic-handling logic directly as machine code, such as inserting
guiding constraints or skipping uninteresting code (e.g., standard
library functions). The authors propose SYMCC [189], a compiler
that embeds concolic execution logic into binaries at compile time.
Coppa et al. [70] take this one step further and propose SYMFUSION,
a concolic executor mixing static, compile-time instrumentation
and dynamic instrumentation at execution time.

4.3 Search Heuristic

Available resources in terms of CPUs usable for concurrent path
exploration are usually quickly exhausted during SE due to frequent
forking. Thus, SE needs a search heuristic to prioritize interesting
paths to explore. For instance, assume we have a single CPU core
and encounter the branching point in line 3 in our running exam-
ple in Listing 1. Then, the search heuristic would decide branch
prioritization. Table 2 shows publication statistics.

Path prioritization via pruning / selection / consolidation.
Eighty-five papers use path prioritization to improve the Search
Heuristic (Table 2.a-c). Forty prune irrelevant execution paths from
the search space, 36 made advancements in path selection poli-
cies, and 9 used a mix of path pruning and prioritization. These
prioritization approaches use a range of metrics to make decisions.

Prioritization metrics. Twenty-nine papers use program infor-
mation to inform the Search Heuristic (Table 2.i). Cha and Oh [45]
score paths on 40 features, including the presence of pointer ex-
pressions, function calls, and nested branches, to refine their Search
Heuristic. Permenev et al. [182] utilize SE for testing Ethereum
smart contracts, which rely on a metric called gas that measures the
computational effort of executing operations. They prune potential
paths by symbolically tracking gas costs and terminating infeasible
execution paths triggering out-of-gas exceptions.

Path Constraints. Twenty-two papers guide path exploration by
evaluating path constraints’ feasibility and solving cost (Table 2.ii).
For example, Muller et al. [162] check for inconsistent 7 constraints
that would result in unreachable program states. Similarly, Luo et
al. [148] use machine learning to estimate path constraint solving
cost and direct SE towards the path with the lowest cost.
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Category # References

a.  In-memory Storing 25  [32-34, 54, 63, 69, 72, 83, 84, 98, 117, 137, 161,
162, 171, 176, 191, 198, 200, 211, 235, 238, 250,
267, 292]

b.  Memory Allocation 11  [36, 38, 42, 47, 69, 83, 144, 189, 206, 237, 238]

Table 3: Symbolic state manager papers
Category # References

[8,31, 34, 35,59, 67,71, 76, 96, 112, 130, 131,
134, 143, 145, 146, 182, 199, 248, 261, 275]
b.  Function stubs 18 [2,36,50,59,75,91, 123, 130, 133, 134, 139,
154, 156, 166, 242, 243, 273, 286]

a.  Modeling improvements 21

Table 4: Environment and memory model papers

Known points of interest. Twelve papers selectively use SE to
explore a particular point in a larger program (Table 2.iii). These
points of interest are known a priori. Johnson et al. [115] utilize a
context-sensitive distance function to calculate the distance from
the current execution path to a security-critical point deeper inside
firmware binaries. Similarly, Yu et al. [280] leverage static and
dynamic analysis to evaluate future branches against previously
explored ones to calculate the probability that a new path will
satisfy a predefined property of the program.

4.4 Symbolic State Manager

An orthogonal approach to mitigating path explosion is to refine
the symbolic state manager to use less resources during execution.
Although this does not address the problem, it helps mitigate or
delay its effects, enabling the analysis of more complex programs.
We capture publication statistics in Table 3.

Symbolic state in-memory representation. The most common
Symbolic State Manager improvement (25 papers) optimized as-
pects of SE by using creative data structures to store SSI (Table 3.a).
Cho et al. [63] utilized instruction-level taint analysis to build field
transition trees for each inferred field used in symbolic execution.
This tree representation can solve simple constraints, thereby only
selectively invoking the Constraint Solver, which can be another
bottleneck of SE as we will discuss further in Section 4.6. Simi-
larly, Coppa et al. [69] used a memory-wise paged interval tree to
share SSI between different execution states, minimizing duplicate
information between partially overlapping execution paths.

Symbolic states memory allocation. Across our corpus, there
were eleven papers that adjusted how symbolic states are managed
in program memory (Table 3.b). Busse et al. [38] save symbolic
states to disk, which can be restored later to run SE indefinitely.
Schemmel et al. [206] propose a deterministic memory allocator
for dynamic symbolic execution, where each execution path indi-
vidually allocates memory instead of relying on a global allocator
for all execution paths. This allows for cross-path determinism and
increased stability across multiple execution instances.

4.5 Environment and Memory Model

Whenever the Execution Driver updates the SSI for an execution
path dependent on factors outside the execution context’s scope,
e.g., environment variables or network connections, it uses the
information in the Environment and Memory Model to dictate how
it should progress. If line 4 in Listing 1 of foobar set y to be a
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Category # References

a.  Simplification 30 [2, 18, 34, 44, 48, 50, 51, 55, 56, 61, 62, 87, 93, 94,
108, 113, 115, 135, 156, 166, 167, 177, 189, 211,
212, 223, 241, 249, 252, 276]

b.  Representation 16 [7, 47, 51, 56, 63, 64, 95, 107, 182, 211, 215, 223,
253, 274, 282, 284]

c.  Caching 18 [2, 15,38, 63,72, 95, 107, 111, 115, 116, 184, 189,
205, 219, 249, 272, 284, 290]

Table 5: Constraint solver papers

value received over a previously established network socket: y
= socket.recv(4), the received value can be any 32-bit integer.
However, if we know only values from 0 to 100 are sent, we can
symbolically define this expected behavior in the Environment and
Memory Model. These behaviors are not easily defined in practice,
especially when analyzing malware or programs with memory-
intensive operations, whose size and addresses are symbolic.

Memory value modeling improvements. Twenty-one papers
made advancements in modeling memory values that can generalize
to various SE applications (Table 4.a). MINT defers any potentially
expensive symbolic reasoning about memory accesses by tracking
a memory state timeline thorughout execution [31]. Once MINT
encounters a high memory load, it restores previous memory states
to reason about potential valid memory operations. Chen et al.
employ a more common technique, creating a memory model of
expected program behaviors based on concrete memory address
ranges from prior execution traces from a concolic fuzzer [59].

Function stubs. To simplify Environment and Memory Model con-
siderations, 18 papers created stub functions which are simplified
versions modeling function behavior without needing to be sym-
bolically executed (Table 4.b). Vishnyakov et al. construct symbolic
formulas for standard library functions’ return values [242]. Simi-
larly, Nasrabadi et al. abstracted cryptographic libraries, attacker
calls, and random number generators [166].

4.6 Constraint Solver

Finally, the Constraint Solver is invoked whenever the Execution
Driver needs to resolve symbolic conditions. When the Execution
Driver encounters the conditional branches on lines 3 and 5, it in-
vokes the Constraint Solver to check if each path condition has valid
inputs that make the condition true or false. This is typically ac-
complished by a Satisfiability Modulo Theories (SMT) solver. Here,
the Constraint Solver is also invoked at the assert statement on
line 8, which is both our point of interest and a critical instruction
that can cause the program to halt. Invoking the Constraint Solver
is generally a main SE bottleneck. Solving queries is costly com-
pared to other steps, and, the path explosion problem makes these
constraints difficult to solve for more complex programs.

Constraint simplification. Thirty papers concretized symbolic
values, pruning redundant constraints, or rewriting constraints to
reduce Constraint Solver query complexity (Table 5.a). Cha et al.
selectively symbolized variables and concretizing others to reduce
the search space and eventual constraint complexity [44]. A short-
comings of concretizing values is a code coverage loss and path
divergence. To combat this, Pandey et al. deferred concretization
by preserving concrete and symbolic values for all variables [177].
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Constraint representation. Sixteen papers optimized constraint
representations to reduce constraint solving cost (Table 5.b). Wen et
al. defined a domain-specific language to build Token Flow Graphs
to describe potential smart contract behavior, allowing more effi-
cient symbolic execution when searching for logical errors [252].
Alternativley, Choi et al. approximated path constraints with valid
intervals instead of the full range of values [64].

Constraint solution caching. Eighteen papers leveraged solved
constraints to sidestep the Constraint Solver (Table 5.c). Kapus et
al. prioritized exploring execution paths whose conditions were
deemed satisfiable previously by the Constraint Solver [116]. Check-
ing that an assignment satisfies a formula is less expensive than
generating a fresh assignment, which requires a Constraint Solver
query, and thus their approach reduces constraint-solving cost.

5 Systematizing Developer & Security
Professionals’ Tasks and Information Needs

Now, we turn our attention to considering the challenges and pro-
posed improvements to security tooling from prior literature and
its application to SE. We organize this section around six guidelines
for usable software analysis tool development drawn from the lit-
erature. For each, we give examples of the developer information
and interaction needs found in prior literature. We conclude by
applying the guidelines to our SE modules.

Integrate with workflow (G1). A common theme in the DSP
papers was the importance of fitting in with the users’ current code
review approaches (N=56). This is an expected usability guideline
for any tool, but is especially true for DSP tasks, which require
specialized knowledge and are typically completed over a long
period of time. Further, our review identifies several workflow
aspects that must be considered for tool usability.

First, tool designers should ensure program analysis tools fit
DSP users’ processes (N=15). Votipka et al. found software reverse
engineers’ (REs) processes could be divided into three phases and
recommended tools bridge these phases to limit users’ cognitive
burden during phase transitions [245]. Unfortunately, there does
not appear to be a single process for all DSP user groups. While
Votipka et al’s proposed process model fits similar RE work, such as
hardware reverse engineering [28], Katcher et al. found it required
some modification when studying protocol REs [118]. Similarly, in
Ardi et al’s investigation of threat modeling integration throughout
the software development lifecycle found different tools worked
better for different phases (e.g., initial development or threat model
maintenance). Therefore, they recommended specific tools” use
cases should be clearly defined and introduced to users at the point
in their process where they fit best [16].

Software analysis tools should also selectively present informa-
tion (e.g., results, suggestions) to avoid interrupting users (N=23).
In interviews with developers deciding whether to use analysis
tools, Johnson et al. found a key deterrent was whether the tool
“disrupts your flow;” with participants recommending tools wait for
idle times to present outputs [114]. Piskachev et al. recommended
tools allow users to selectively enable rules for static vulnerability
detection [185]. This was also evidenced in Sadowski et al’s deploy-
ment of the Tricorder static analysis system, which showed the

SecDev ’26, July 5-6, 2026, Montreal, QC, Canada

best time to provide analysis results was during code review, when
developers were already accustomed to receiving feedback [203].

Finally, to best fit DSP users’ workflows, tool developers need to
integrate with existing tooling (N=37). For security analysts, this
means integrating with packet capture tools, decompilers, fuzzers,
and other components of users’ analysis toolchains. For developers,
software analysis tools should integrate with the compilers (N=6)
and IDEs (N=25) developers use. Christakis et al. found in developer
interviews and surveys that there was a clear preference for security
analysis results to be presented in the IDE [65]. Conversely, other
work showed integrating with the compiler may be preferable, as
IDEs are not universally used [114, 203].

Easy to get started, but ability to go deep (G2). Another com-
mon theme was that software analysis tools should adapt as user
learns (N=40). That is, tools should make it easy for beginners to get
started (N=19). In Ploger et al’s usability study of CS students using
libFuzzer and the Clang Static Analyzer, students could not get
libFuzzer working, limiting its utility [186]. Ploger et al. then com-
pared libFuzzer and AFL’s usability to similar results [187]. These
papers suggest using GUIs or other aids to guide users through
common tasks and limit their options as beginners learn.
However, prior is clear that DSPs would not find a tool useful if
it only provided common functions. As users gain expertise, tools
should allow users to customize their experience (N=28). In Wong
et al’s study of professional malware analysts’ workflows, they
observed “lack of customization of tools is the main disadvantage
that participants mentioned in the interviews” [278]. Addressing this
often requires providing an API or command-line interface with
greater expressiveness than typically possible through a GUL

Informative results are critical (G3). In the next set of guidelines,
we outline how analysis tools should provide information. The
most important of these guidelines, and the most common design
suggestion overall, is that a tool’s results should be easy for users
to process and rely on (N=70). This may seem obvious at first
glance. A prior review of reverse engineering (RE) tools by Mattei
et al. found the plurality of existing RE tools focus primarily on
improving code readability [152], as this is a central challenge in
reverse engineering [246]. However, prior literature also shows
providing truly informative results can be challenging.

To meet this guideline, prior work recommended providing ex-
amples and explanations to demonstrate final output reasoning
(N=25). Interviews with security analysts developing and deploying
machine learning tools for network security analysis by Mink et al.
revealed these users wanted tools to provide explanations, so they
could have confidence in the results [158]. Similarly, in a survey of
developers, Do et al. found participants wanted vulnerability detec-
tion tools to give exploitation examples for flagged vulnerabilities
so they could validate the exploit feasibility [77].

Several developer-focused papers have suggested analysis tools
provide fixes on bug identification (N=13). Johnson et al. found
developers were less likely to use a bug detection tool if it did not
fix suggestions [114]. Bug fixes provide additional context, helping
users better understand the tool’s result to determine whether they
should trust the result and quickly take appropriate actions.

Along with providing enough information for user verification,
tools should ensure accuracy to minimize this verification burden.
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Category # References

Integrate into workflow (G1) 56

Fit users’ process 15 [9, 16, 21, 27, 28, 65, 114, 118, 140, 180, 185, 186, 220, 245, 257]

Avoid interrupt user workflow 23 [17, 21,27, 65,79, 90, 110, 114, 127, 140, 141, 150, 169, 183, 202, 203, 224, 233, 234, 245, 255, 258]

Integrate with other analysis tools 37 [5,9, 14, 16, 21, 29, 65, 68, 77, 85, 86, 99, 104, 105, 110, 114, 118, 118, 141, 158, 158, 165, 169, 185, 196, 203, 208,
213, 221, 231-234, 245, 255, 258, 263, 288, 291]

Integrate with compiler 6  [68,73,110, 114, 203, 213]

Integrate with IDE 25 [5,9, 14, 16, 21, 29, 65, 68, 77, 80, 85, 86, 104, 105, 110, 114, 118, 158, 165, 169, 185, 196, 203, 208, 213, 221, 231—
234, 245, 255, 258, 263, 291]

Easy to get started, but ability to go deep (G2) 40

Make it easy to start using tool 19 [9, 14, 29, 41, 82, 86, 105, 110, 120, 127, 140, 164, 168—170, 186, 232, 255, 288]

Support customizability 28 [3, 21, 27, 65, 73, 74, 77, 79, 80, 110, 114, 140, 165, 169, 170, 174, 186, 203, 221, 222, 224, 232, 233, 240, 257, 263,
278, 288]

Informative results are critical (G3) 70

Provide examples to demonstrate reasoning 25 [3,17, 68,77, 88, 89, 114, 126, 155, 168—170, 174, 180, 185, 186, 194, 197, 208, 209, 221, 230, 233, 244, 291]

Provide bug fixes 13 [16, 65, 77, 114, 169, 202, 203, 213, 221, 224, 233, 263, 291]

Avoid alert fatigue 14 [5, 14, 21, 27, 73, 105, 114, 164, 185, 196, 202, 204, 220]

Minimize false positives 26 [5,13, 14, 16, 21, 65, 77, 100, 103, 110, 114, 132, 140, 186, 196, 203, 204, 221, 224, 230, 232, 233, 254, 255, 257, 263]

Support output verification 30 [9, 14, 16, 27, 65, 79, 80, 82, 88, 90, 100, 110, 114, 140, 168-170, 196, 202-204, 213, 221, 231-233, 240, 255]

Improve documentation 30 [3, 4, 27, 68, 74, 82, 86, 105, 120, 126, 127, 138, 155, 164, 168, 170, 180, 186, 194, 196, 197, 208, 221, 233, 244,
251, 258]

Interactive use; with human in tight loop (G4) 28

Preview changes before implementing 5  [41, 65, 114, 169, 221]

Analysis should avoid slowing down the user 22 [5,65,77,79,90, 114, 120, 125, 165, 169, 170, 180, 185, 203, 204, 213, 224, 240, 255, 263, 264, 291]

Provide input and output in the context of code (G5) 17  [21, 65, 85, 114, 118, 129, 158, 174, 221, 224, 232-234, 245, 263, 288, 291]

Support collaboration (G6) 23 [16,17, 21, 65,77, 90, 99, 114, 173, 183, 186, 203, 204, 208, 221, 222, 231, 239, 240, 251, 255, 258, 264]

Table 6: DSP guidelines. We present the six main guidelines in bold at the beginning of each section of the table. For guidelines
with identified sub-guidelines, for brevity, we do not list all the papers associated with that guideline on the top row. The
associated papers for those guidelines are the union of each paper set associated with the guidelines sub-guidelines. Note, the
counts do not sum to the total number of papers as each paper could discuss multiple guidelines.

The literature is clear false positives are particularly problematic as
they lead to alert fatigue (N=14) and cause developers to cease tool
use (N=26). In Sadowski et al’s deployment of the Tricorder, they
found developers would quickly abandon high false positive static
analysis tools [203]. While false negatives are also problematic,
prior work suggests DSP users prefer to perform their complex
tasks manually to fill in the analysis’ gaps rather than spend time
assessing analysis result validity. Since any sufficiently complex
analysis will produce errors, many papers recommended providing
tools and information to help DSP users validate tool output (N=30).
For example, when reviewing GitHub issues submitted by devel-
opers using OSS-Fuzz, Nourry et al. observed developers found it
difficult to reproduce OSS-Fuzz-identified crashes, needing more
information about the crashing execution trace [170].

Finally, many papers described needing improved documentation
(N=30). If users cannot interpret analysis results out of the box, they
must be able to find some documentation explaining the results to
validate tool findings or debug issues. Barke et al. found developers
regularly reference API documentation to validate Github Copilot
Al-generated code [27]. However, they found Copilot itself did not
provide sufficient documentation to clarify its operation, leading to
misconceptions about how Copilot makes suggestions.

Interactive use; with human in tight loop (G4). Software analy-
sis tool interactions should be designed to allow DSP users to review
the tool’s results, then easily reconfigure and re-run the analysis
(N=28). While evaluating ReCode, an automatic code transforma-
tion tool, Ni et al. found developers preferred incremental trans-
formations [169]. In interviews with protocol reverse engineers,
Katcher et al. found they preferred tools make smaller suggestions

(e.g., labelling possible datatypes instead of automatically inferring
the full protocol) [118]. This was because these participants did not
trust tools to perform the complete task and preferred a tight itera-
tive loop with the tool so they could understand what it was doing
and be able to identify issues and intervene manually. Another way
to support this interactive use is for tools to preview code changes
or allow users to quickly undo tool actions (N=5).

It is also important that analyses be conducted quickly (N=22).
As several iterations are often needed, a slow analysis will introduce
significant overhead and prior work suggests they will abandon the
tool. Several prior studies found tool speed was a primary factor in
users’ decisions not to use a software analysis tool [65, 114, 185, 204].
Therefore, sacrificing some specificity or scope of analysis for speed
seems appropriate to ensure continued use.

Note, this guideline has an interesting interaction with G1, which
suggests analysis tools fit users’ workflow and work across task
phases. Minimizing the scale of tasks an analysis performs sug-
gests each process phase be completed separately, i.e., its minimal
components. However, context switching between the user and
tool can sometimes be jarring. Votipka et al. found it is challenging
for reverse engineers to switch between static and dynamic con-
texts who must manually transfer information between the two
contexts [245]. They recommended tools bridge this barrier. Our
literature review also suggests analysis tools should bridge this gap,
making information easily shareable between contexts and process
phases to limit users’ cognitive load. This is an area where symbolic
execution is well suited and has been used in the fully-automated
context [225]. However, this sharing and context swapping should
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be clearly communicated to users, they should have control, and
tools should support interactivity across contexts.

Provide input and output in the context of code (G5). Next,
software analysis tools should support interaction directly in the
context of code (N=17). First tools should present output in the IDE
or with relevant code segments so users can see results’ relation
to the code they are working with. When investigating questions
developers ask of analysis tools, Smith et al. found wanted to under-
stand how a tool’s output relates to the codebase [221]. Similarly,
users should be able to easily switch from working with the code
to running the analysis. This could mean targeting an analysis by
highlighting a function of interest. When investigating code anno-
tation’s impact on developers’ program understanding, Kriiger et al.
showed lightweight annotations improved program understanding
without extensive training [129].

Support collaboration (G6). Finally, tools should support col-
laborative analysis (N=23). Many tools view the analysis itself as
conducted independently, with only the analysis’ results shared
between collaborators. However, prior work suggests it is impor-
tant to share information about the analysis (e.g., configuration
settings, intermediate results, etc.). Piskachev et al. emphasized the
need to share these configuration options with others [185]. Simi-
larly, Sadowski et al. describe the importance of tools supporting
intra-team collaboration to set team coding guidelines to be used
in static analyses when designing security tools for Google [203].
Moving beyond developers, Saha et al. emphasized the importance
of collaboration in their interviews with malware analysts inves-
tigating APTs [204]. Also, Yamagishi et al., find collaboration is
important to malware analysts generally and outline the typical
modes of collaboration currently used [271].

6 Applying Usability Guidelines to SE

Next, we demonstrate our modular framework’s utility by using it
to show how the DSP usability guidelines can be applied to SE. For
brevity, we discuss changes by theme, as opposed to by-guideline,
as some changes affect multiple guidelines. We describe each theme
impacts relevant modules and guidelines in turn and summarize
the set of modules requiring changes for each guideline in Table 7.

Improve readability of symbolic constraints. The most obvi-
ous concern for SE usability is to ensure the final and intermediate
constraint statements produced by the constraint solver are under-
standable. SE constraints are often complex logic representations,
which precisely describe the possible inputs. However, if these are
simplified or are hard to parse, they can make the results uninforma-
tive (G3) and particularly challenging for beginners (G2). Further,
sharing these complex constraints during collaboration is likely
challenging as all parties attempt to come to a shared understanding
(G6). While there is likely some room for technical improvement in
our ability to automatically identify possible constraint simplifica-
tions, we do not expect all constraints will be simplifiable. Therefore,
research is necessary to identify ways of presenting the constraints
that is more readable.

The most obvious solution is to present these constraints in the
context of code (G5). This limits mental context switching between
the constraints and the code defining the constraints and helps
users investigate why the constraints were produced by tracing
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back execution through the code. Other solutions include breaking
up the constraints into smaller sub-constraints or presenting the
stages of constraint development throughout the code. Both focus
on constraint components and guide understanding. The former
also provides code as context for constraint understanding.

Produce defaults, but allow customization for all modules.
Next, we see a need to change all modules to ensure SE is easy to
start, but allows expert user customization (G2). It is necessary to
determine reasonable defaults for decisions across each component.
For example, a tool might begin with a machine learning-based
search heuristic like Luo et al’s. [148]. This reduces beginners’ ini-
tial effort, but it likely will introduce inaccuracies due to inherent
model limitations. As users become more expert, the tool might
provide the ability to write additional heuristics to pre-empt the
machine learning-based approach, leveraging the users’ experience
directly. While many tools already do this to some extent, either
the defaults are not well communicated or the modules are hard to
customize without rewriting the tool. Both require deep tool imple-
mentation knowledge and are challenging as it is not clear what
the ideal defaults should be. More research is needed to identify
useful mechanisms for efficient customization.

Present vulnerability examples, code fixes, and limitations
to produce informative results. To produce informative results
(G3), SE tools must provide additional context about results. SE
seems particularly well-equipped to provide this context by design
as the final constraint inherently provides context about the crash-
ing inputs. One commonly discussed mechanism for producing
informative results in DSP papers was through example inputs to
demonstrate the vulnerability. This is already possible in the con-
straint solver module as it requires identifying an input meeting the
constraint. Similarly, many DSP papers recommended providing
suggested fixes simplify developers’ vulnerability triage process.
While this is more complicated, the constrain solver could be used
to identify conditions that would need to be changed to invalidate
the constraint. Then, we would modify the execution driver to op-
erate in reverse or maintain a history of the symbolic execution
trace to identify the instruction(s) producing the target conditions.
Once the appropriate instruction(s) is identified, suggested edits
could be generated which invalidate the vulnerable constraint.

In addition to providing crash information, the DSP literature
suggests tools describe their own limitations. Changes to SE tools
should be made to somewhat reveal the environment and memory
model, as well as the search heuristic, which impacted the final
constraint set. For example, if the final constraint included elements
of a simplified memory structure representation, this should be
flagged so users could decide whether to investigate the impact of
a more robust memory representation on the analysis result.

Allow easy heuristic and environment tweaking. To improve
SE interactivity (G4) requires considering the search heuristic and
environmental model. These modules offer clear opportunities for
control of the SE engine as the user learns more about the pro-
gram. As the search heuristic pushes execution down different
program paths, user could revert to a prior state and revise the
path decision or drive the decision interactively at the outset. Sim-
ilarly, as the user learns more about the program, and its interac-
tion with the environment and memory, they might decide they
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Paper Execution Search  Constraint Env. & Mem. Sym. State
Usability Guideline count Driver Heuristic Solver Model Manager
Integrate with workflow (G1) 38 X X
Easy to get started, but ability to go deep (G2) 29 X X X X X
Informative results are critical (G3) 47 X X X X
Interactive use; with human in tight loop (G4) 21 X X X X
Provide input and output in the context of code (G5) 14 X X X
Support collaboration (G6) 22 X X X

Table 7: Usability Guideline Mapping

need to change representations. Being able to quickly modify these
symbolic representations, possibly for a single variable, without
significantly rewriting the code would likely improve usability.
Both modifications should be presented in the context of the code
(G5) to allow users to make interaction decisions while viewing
program elements. This suggests a GUI-based interface, such as
angr-management [1], might be most appropriate as it allows users
to step through SE for each line and make heuristic decisions and
changes to the environmental model. Conversely, we do not believe
changes to the execution driver, constraint solver, or symbolic state
manager are needed for interactivity. These modules are less depen-
dent on the program specifics and therefore offer fewer decision
points at which users would drive the tool.

Add the ability to share configuration info. To best support
collaboration (G6), we recommend tool developers focus on ap-
proaches to share search heuristics and environmental and memory
models. As discussed above, these modules offer the most user de-
cision points in the process. Therefore, they represent the most
pressing point to ensure consistency of use between collaborators,
as well as the clearest opportunity to share insights while inves-
tigating programs. Sharing configurations for the other modules
is also important, but because they are likely to be modified less
frequently, do not present as significant a challenge for consistency.
That is, any configuration changes can likely be shared manually
without as much need for tool support.

Integrating with DSP users’ workflows requires tailoring and
interactive controls. Finally, we turn to our initial guideline of
integrating into DSP users’ workflows (G1). Because workflows
can vary between user groups, meeting this guideline requires
a tailored approach across many modules. For example, a major
challenge in software reverse engineering is transitioning between
static and dynamic contexts between analysis phases. SE already
seems well situated to resolve this issue by leveraging identified
constraints to produce a set of inputs to guide execution. It also
seems likely that pairing a similar approach to bridge software
analysis and network packet analysis could be useful for protocol
reverse engineering, presenting constraints identified for network
calls in the context of captured packet data. However, other changes
would be required to integrate SE with earlier design aspects of
software developers processes, such as requirements development
and threat modeling. These processes are not grounded as directly
in code, so other modules would need to be changed to allow SE
tools to capture the results of these phases and utilize their output.

For example, once a developer produces a requirement, this could
inform the environment and memory model for a particular feature
test. Also, the threat model could be used to evaluate the SE tool’s
final constraints to determine whether a vulnerability is possible.

The other area of workflow integration from the DSP literature
was the importance of presenting analysis results at the right time
and level of detail. For SE, this suggests it is important to allow
intermittent execution in the execution driver and present possible
constraints as the user moves through a program. If the user has
to wait for constraints to be produced after executing over a full
function or larger amount of code and only for a target address, this
limits their ability to receive feedback at the right time. However,
this information presentation should be controllable by the user,
otherwise it risks potential information overload.

7 Conclusion and Future Work

In this paper, we present a systemization of knowledge that tackles
the problem of how to foster the current and future symbolic execu-
tion research by creating a flexible, research-friendly SE framework
with proper usability. We categorize existing SE advancements and
applications and organize them under their respective SE modules
with specific design requirements. We also demonstrate how our
modules can be used to drive future SE research by focusing on SE
usability. Based on the qualitative study results, we provide both
technical and usability guidelines for the design and development
of such a SE framework, however, we note that these guidelines
should be validated through future user studies.
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SE Implementation  Definition Count a
Level of SE N/A
Intermediate Language When the SE engine operates on intermediate representation 103
language like LLVM

Binary When the SE engine operates directly on the binary file 27

Source Code When the SE engine operates directly on source code 27

Base Engine / Solver N/A
Z3 When the SE implementation uses Z3 as a component 10

S2E When the SE implementation uses S2E as a component 4

Triton When the SE implementation uses Triton as a component 3

CREST When the SE implementation uses CREST as a component 5

QSYM When the SE implementation uses QSYM as a component 3

JPF When the SE implementation uses JPF as a component 4

Angr When the SE implementation uses Angr as a component 24

KLEE When the SE implementation uses KLEE as a component 58

Table 8: Codes related to how SE was implemented. Table of what language representation SE operates on and what base engine
or solver was utilized. Base engines with two or fewer uses are omitted for space.

Search Heuristic Definition Count «
Path Operation .86
Path Selection When the Search Heuristic focuses on choosing the next path to 57
explore
Path Consolidation When the Search Heuristic consolidates similar paths together 9
Path Removal When the Search Heuristic prunes paths from the search space 41
Operation Metrics 1
Execution Context When th.e Search Heuristic is informed by dynamic runtime 14
information
Conventional Heuristic = When the Search Heuristic uses a novel algorithm like BES/DFS 7
Symbolic Values When the Search Heuristic is informed by SSI such as o values 24
. When the Search Heuristic utilizes program structure or control
Program Semantics . . 30
flow information
When the Search Heuristic utilizes code coverage to inform
Coverage .. 17
decisions
When the Search Heuristic is selecting paths based on a
Target 12

predetermined location to reach in the code

Table 9: Codes related to how the Search Heuristic was improved. Table of how the Search Heuristic manages different potential
execution paths and the metrics that inform its decisions.

SE module Definition Count «
Execution Driver 1
. . When the target binary file is instrumented with SE
Binary Instrumentation o . 7
optimizations before execution
- . When improvements to the Execution Driver involve
Parallelization & Forking iprov L . Vo 16
symbolically executing in parallel or forking
. When the Execution Driver is either selectively invoked or has a
Selective SE 17

specified endpoint

Table 10: Codes related to how the Execution Driver was improved. Table of how the Execution Driver was improved through
selective invocation or runtime optimizations.
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SE module Definition Count «

Environment and Memory Model 1
When the Environment and Memory Model improvement
is specifically for memory values

When the Environment and Memory Model improvement
is specifically for modeling functions

When the Environment and Memory Model improvement
Firmware or Input/Output is specifically for modeling firmware or memory-mapped 7

inputs and outputs

Memory values 18

Function model 15

Table 11: Codes related to how the Environment and Memory Model was improved. Table of how the Environment and Memory
Model was improved, either modeling functions, memory values, or firmware.

SE module Definition Count «

Symbolic State Manager 1
When the Symbolic State Manager improvement is based on how

Memory Allocator symbolic states are allocated, such as new policies for memory 11
allocation.
When the Symbolic State Manager improvement is based on the

Memory Representation  structure of the stored symbolic states, like defining custom tree 24
objects.

Table 12: Codes related to how the Symbolic State Manager was improved. Table of how the Symbolic State Manager was
improved, either improved memory allocation policies or data structures for storing SSI.

SE module Definition Count a

Constraint Solver .89
When the 7 constraints are represented in a novel way to boost

Constraint Representation 17

solver performance
a1 . When the 7 constraints provided to the Constraint Solver are

Constraint Simplification L . 14

simplified to improve performance.
. . When the Constraint Solver is selectively invoked to reduce time

Selective Invocation . .
spent solving constraints

Caching Results When the results from prior calls to the Constraint Solver are "

shared for future calls to boost performance

Table 13: Codes related to how the Constraint Solver was improved. Table of how the Constraint Solver was improved, either
changing how 7 constraints are represented, simplified, reused, or by selectively invoking the Constraint Solver.
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Code Type Definition Count a
Mentioned SE Limitation N/A
Constraint Solving Cost When the paper mentions constraint solving cost as a bottleneck 51
for SE
Memory Cost When the paper mentions the high memory cost of storing SSI as 17
a bottleneck for SE
Accuracy When. the paper mentions potential false po.sitives, false 20
negatives or other accuracy measures as an issue for SE
Memory Modeling When the paper mentions difficulties with modeling memory 16
values during SE
When the paper mentions difficulties with modeling other
Environment Modeling aspects of the environment including functions, system calls, or 34
external calls during SE
Path Explosion Wher? the paper mentio.ns path explosions or describes the 92
ramping scale of potential paths.
Code Coverage When the paper mentions issues with achieving high code 20

coverage during SE

Table 14: Codes related to how SE limitations. Table of how the different limitations mentioned in the papers in our corpus.
This includes path explosion, high computational and memory overheads, and accuracy.

Code Type Definition Count «
Improved SE Limitation .8
. . When the paper makes an improvement affecting constraint

Constraint Solving Cost solving cost as a bottleneck for SE 31
When the paper makes an improvement affecting the memory

Memory Cost cost of storing SSI as a bottleneck for SE 7

Accuracy When the paper makes an improvement affecting the overall ;
accuracy for SE

Memory Modeling When the paper improves modeling memory values during SE 9
When the paper improves modeling other aspects of the

Environment Modeling  environment, including functions, system calls, or external calls 16
during SE

Path Explosion When the paper improves the path explosion problem by p
limiting the search space.

Code Coverage When the paper improves code coverage during SE 37

Table 15: Codes related to improved SE limitations. Table of the different limitations improved by a paper’s contributions.
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Code Type Definition Count «
SE Use Case .81
. . When SE is used for alternative defensive security tasks like

Defensive Security ; . 6
honeypots, or evasion of detection.

Malware Analysis When SE is used to help analyze malware samples. 8

Taint Analysis When SE is used to track data flows or perform taint analysis. 6

Hardware/Firmware Analysis When SE is used to analyze firmware or hardware/IoT devices. 14

. . When SE is used to detect side-channel vulnerabilities in

Side-channel detection 10
programs.

Bug Discovery Wheg SE is used to discover memory, logical, or other arithmetic 102
bugs in programs.

Verification When S.E 1s.used t.o verify Program correctness, or other 45
properties, including security.

Test Case Generation When SE is used specifically for its ability to generate test cases 73

for programs.

Table 16: Codes related to SE use cases. Table of the different use cases of SE that the papers leveraged.

Code Type

Definition

Count o

Evaluation Metrics

.86

F1 Score / FP/FN

Number of States

When SE accuracy is evaluated with an F1 score or the number

of false positives and false negatives.

10

When the number of created symbolic execution paths or states

measures SE efficiency.

11

When the number of times the Constraint Solver is invoked

Number of Constraint Solver Calls

Number of Bugs
Memory Usage

Time Run
Code Coverage

Constraint Solver Time

measures SE efficiency.

12

When the number of bugs is used to evaluate SE effectiveness.

63

When the amount of memory consumption is used to evaluate

SE efficiency.

3

When the amount of time SE is run is used to evaluate its
effectiveness and efficiency.

87

When the code coverage percentage is used to evaluate SE

effectiveness.

79

When the amount of time the Constraint Solver is run is used to

measure SE efficiency.

6

Table 17: Codes related to SE evaluation methods. Table of the different metrics used by the papers in our corpus to evaluate

their technical improvements to SE.

Code Type

Definition

Count o

Method Limitations

.86

Code Coverage
Accuracy
Overhead
Scale

Domain Restrictions

When the proposed SE improvement suffers from decreased code
coverage in some circumstances.

When the proposed SE improvement suffers from decreased
accuracy with identified bugs.

18

When the proposed SE improvement suffers from increased
computation or memory overhead.

When the proposed SE improvement suffers from scalability
issues when applied to larger programs.

10

When the proposed SE improvement is limited in where it can be
applied, either by language or type of application.

34

Table 18: Codes related to SE method limitations. Table of the different limitations mentioned by the authors specific to their

technical improvements to SE.
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